
JOURNAL OF INFORMATION SCIENCE AND ENGINEERING 21, 361-378 (2005) 

361  

Designing Authentication Protocols for Third Generation 
Mobile Communication Systems* 

 
SHU-MIN CHENG, SHIUHPYNG SHIEH, WEN-HER YANG,  

FU-YUAN LEE AND JIA-NING LUO 

Department of Computer Science and Information Engineering 
National Chiao Tung University 

Hsinchu, 300 Taiwan 
E-mail: ssp@csie.nctu.edu.tw 

 
Security is considered an important issue for mobile communication systems. In 

particular, the design of authentication mechanisms has received considerable research 
interest recently. However, most of the current authentication schemes for mobile sys-
tems only have simple security functions and usually have some weaknesses, such as 
leakage of user identities and high update overhead of temporary identities. Moreover, 
these schemes cannot fulfill the security requirements specified in third generation mo-
bile systems (IMT-2000, UMTS). In this paper, we propose a secure and flexible authen-
tication framework for mobile communication systems. In the proposed framework, ser-
vice providers can dynamically choose authentication mechanisms without the coopera-
tion of network operators in visited domains. Based on the new framework, a secure au-
thentication protocol is proposed. The proposed protocol can satisfy the security re-
quirements of third generation mobile systems and is secure against network attacks, 
such as the replay attack and substitution attack. In short, our approach is secure and 
practical such that it can satisfy the security requirements of third generation mobile 
communication systems. 
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mobile networks, 3G communication systems 
 
 

1. INTRODUCTION 
 

With the development of communication and computer technologies, wireless net-
work devices now provide people with a level of mobility that enables them to commu-
nicate with others anytime and everywhere. The combination of mobility and networking 
has led to the development of a whole new class of very interesting applications, but has 
also led to a whole new set of technical problems. One of the most challenging problems 
introduced by mobile networking is security. User mobility increases the risk of illegal 
users masquerading as legal users, and radio channels have become more vulnerable to 
eavesdroppers. Therefore, a secure and efficient authentication mechanism is especially 
needed for mobile communication systems. Current mobile communication systems, e.g., 
GSM and IS-41, provide simple security services, such as user authentication and traffic 
confidentiality. However, only mobile users are authenticated in these systems. Moreover, 
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in both systems, the confidentiality of messages is only guaranteed on the radio channel, 
rather than on the full path between the two communication participants.  

Recently, several advanced mobile communication systems have become the stan-
dards for third-generation mobile communication systems. Such systems are currently 
being standardized by the International Telecommunications Union (ITU) [6] and Euro-
pean Telecommunications Standards Institute (ETSI). The systems are designed to pro-
vide access to a wide range of services, such as audio, video, speech, multimedia data 
and billing services. Various services operating on the hybrid mobile networks face new 
security issues. A number of security requirements for IMT-2000 [1, 7, 9, 10] have been 
identified with reference to the type of service, the way of network or service access, 
radio interface, mobile terminal, user identity module, network operation, and security 
management. Security requirements identified by previous work include mutual authen-
tication, anonymity, confidentiality, end-to-end security, and data integrity [6, 7]. (Please 
also refer to Menezes et al. [14] for formal definitions of these terms.)  

Some previous schemes have focused on the design of inter-domain authentication 
schemes, such as Kerberos [15, 21], Windows NT inter-domain access control systems 
and RADIUS [20]. However, all of these schemes focus on authentication issues related 
to conventional wired networks rather than mobile communication systems. For mobile 
communication systems, several authentication schemes have been presented in the lit-
erature. Theses schemes are designed to enhance the security of mobile communication 
systems. However, none of them can fulfill the security requirements of third generation 
mobile systems. In particular, those presented in [2, 4, 5, 11-13, 16] were not designed 
based on third generation mobile systems and may incur much computational overhead. 
Although [3, 17, 18] presented authentication mechanisms for third generation mobile 
systems, they did not address other security issues, such as end-to-end security, anonym-
ity and confidentiality issues.  

In 1997, the International Telecommunications Union (ITU) proposed three candi-
date authentication schemes [8] for IMT-2000 systems. The first one is based on the use 
of symmetric key cryptosystems and a challenge-response exchange. The second authen-
tication mechanism is based on the unilateral use of a digital signature scheme and a 
challenge-response exchange. The third mechanism is also based on the use of a digital 
signature scheme, in which public key certificates and timestamps are combined to pro-
vide user identity confidentiality and unilateral entity authentication in a single mecha-
nism. All three mechanisms provide only some security features and have some weak-
nesses. The first scheme requires too many authentication messages and does not ensure 
end-to-end security. In addition, it simply assumes that the channel between the network 
operator and service provider is secure, so messages transmitted through the channel are 
vulnerable. The second and third schemes do not provide mutual authentication or 
end-to-end security, and they incur high computation costs. Moreover, a common weak-
ness of the three schemes is that the authentication mechanism is fixed such that the net-
work operators of visited domains must be involved in the authentication procedure be-
tween roaming users and home service providers. Another authentication method [22] for 
UMTS systems [19] has also been proposed, in which service providers are allowed to 
choose among authentication schemes dynamically. However, this approach requires too 
many authentication messages, and network operators in visited domains still need to 
cooperate in the authentication procedure.  
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In this paper, a secure and flexible authentication framework for mobile communi-
cation systems is proposed. This new framework provides flexibility in authentication, 
which enables service providers to freely choose among authentication mechanisms 
without the need for cooperation among network operators in other network domains. 
This property gives service providers the flexibility to develop proprietary authentication 
protocols and dynamically adjust their own security policy. Based on this new authenti-
cation framework, a secure authentication protocol is also proposed. The proposed pro-
tocol can satisfy the security requirements of third generation mobile communication 
systems, such as mutual authentication, user anonymity, and end-to-end security. The 
proposed protocol is also secure against network attacks, such as the replay attack and 
substitution attack.   

This paper is organized as follows. In section 2, an authentication framework is pre-
sented. Based on this authentication framework, a new authentication protocol is pro-
posed in section 3. Security analysis and a comparison of the proposed authentication 
protocol with previous schemes will be discussed in section 4. Finally, conclusions are 
drawn in section 5.   

2. AUTHENTICATION FRAMEWORK 

In third generation mobile systems, many emerging services, such as the World 
Wide Web, stock quotes, e-mail account and multimedia, can be access through wireless 
link. When a mobile user roams far from his home domain and wants to access these 
services, he may intend to use the servers in a visited domain instead of the ones in his 
home domain. For example, suppose a roaming user wants to retrieve home pages from a 
web site; he must first connect to an Internet gateway to access the Internet. Certainly, he 
can use the Internet gateway in his home domain. However, if the Internet gateway he 
has connected to is located in a visited domain, he may benefit from better performance 
and lower connection charges because he is using a local connection to the Internet 
gateway.  

To acquire mobile services in visited domains, mobile users must be authenticated. 
Normally, the service provider in a visited domain is unable to solely perform the au-
thentication procedure without any prior knowledge of the roaming user; hence, the vis-
ited domain requires the participation of the home domain to authenticate the user. In fact, 
the service provider in the visited domain may simply forward the authentication request 
to the home domain and check the reply to see if the user has been successfully authenti-
cated. In this way, the role that the service provider in the visited domain plays is more 
like that of an authentication proxy. From this point of view, the authentication server in 
the home domain can freely and dynamically choose the most appropriate authentication 
mechanism without the cooperation of the service provider in the visited domain. This 
makes the authentication framework flexible in terms of the dynamic selection of authen-
tication mechanisms.  

Here, we present a flexible authentication framework for mobile systems, where 
authentication servers have the capability to determine which authentication mechanism 
will be used for each authentication request. Basically, the proposed authentication 
framework consists of the following three parts: 
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• C is a set of mobile clients, which request network services and need to be authenti-
cated. Mobile clients that may be mobile handsets, notebooks, PDAs, or other mobile 
entities. They are required to register in the authentication servers of home domains 
and may roam over mobile communication systems. 

• S is a set of authentication servers, which are network hosts in the service provider and 
are responsible for authenticating C. In each network domain, there is always an au-
thentication server in charge of registration and authentication. This server is trusted by 
the mobile clients and contains information about registered clients, including public 
and private data. 

• P is a set of authentication proxies, which forward authentication requests from C to S, 
then wait for authentication responses and forward them back. An authentication proxy 
acts as an intermediator and has no ability to authenticate mobile clients. It is not in-
volved in the authentication procedure between mobile clients and the authentication 
server. All it has to do is forward authentication messages and obtain the results.  

 
Note that each client c is associated with an authentication server s. Client c regis-

ters with an authentication server s. If c is in his home domain, s acts as the authentica-
tion proxy and authentication server when c asks for authentication. That is, when c ask 
for authentication, c sends an authentication request to s. Now, s acts as the authentica-
tion proxy. Since s is able to authenticate c, s performs the function of the authentication 
server.  

In this framework, the authentication request and response message flow between 
the three parties is defined as follows, where the authentication proxy p and authentica-
tion server s are associated with a client c: 
 
• A Requestc is a message generated by the client c when c asks for authentication. A 

Requestc sent from c to p mainly contains the identity and authentication server infor-
mation of c and authentication mechanisms. 

• A Forwarded Requestc is a message generated by the proxy p, and it consists of a Re-
questc, a proxy ID, and so on. After receiving the Requestc from the client c, the proxy 
p sends the Forwarded Requestc to the corresponding authentication server s. 

• A Responsec is a message generated by the authentication server s after the client c has 
been authenticated. A Responsec contains c’s information and the result of authentica-
tion, which is sent to the proxy p. 

• A Forwarded Responsec is a message sent from the proxy p to the client c. After re-
ceiving a Responsec, p generates a Forwarded Responsec which contains a Responsec 
and other related information to be shared between the proxy p and client c. 

The authentication framework is applicable to various services in mobile communi-
cation systems. For example, when the client requests a call setup service, the authentica-
tion proxy is the network operator in the visited domain, and the authentication server is 
the client’s home service provider. If the requested service is access to the Internet, then 
the authentication proxy will be the Internet gateway, such as the WAP [23] gateway in 
current mobile systems.   
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2.1 The Operation Modes 

In our framework, the authentication server maintains the profiles and privileges of 
registered clients. Thus, only the client’s home authentication server has the ability to 
initially authenticate the client. Another entity, the authentication proxy, is mainly re-
sponsible for forwarding the client’s authentication request to the authentication server. 
In the proposed framework, after initial authentication has been performed, the authenti-
cation proxy is then capable of authenticating the client when subsequent authentication 
is required. That is, the proposed authentication framework contains two operation 
modes for initial and subsequent authentication.  
 
Initial Authentication 

When the client c leaves his home domain and roams to a visited domain, the initial 
authentication shown in Fig. 1 is performed among the three parties. First, the request 
message Requestc is generated by the client c and sent to the authentication proxy p in the 
visited domain. Since the authentication proxy is unable to authenticate the client c by 
itself, it generates a Forwarded Requestc containing the Requestc and forwards it to the 
designated authentication server s in c’s home domain. The verification procedure is per-
formed by the authentication server s, and a response message Responsec is generated 
corresponding to the authentication result. The authentication proxy forwards the For-
warded Responsec containing the Responsec to the client and decides whether or not to 
provide the service to the client according to the authentication result. Here, the authen-
tication proxy caches some authentication information, which can be used in subsequent 
authentication. The response message Responsec lets the client c know whether the au-
thentication was successful or not. After the initial authentication, both the proxy p and 
client c obtain the authentication result from the authentication server and share some 
secret information.  

Visited Domain Home Domain

Client c

Roaming

Requestc : auth info...

Forwarded Requestc

Responsec

Forwarded Responsec

Authentication
Server s

Authentication
Proxy p

 
Fig. 1. Initial authentication. 
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Subsequent Authentication 

After initial authentication, the authentication proxy p has the ability to authenticate 
the client c in subsequent communication. If the client c remains in the same visited do-
main and requests services, then the user should ask for subsequent authentication. Client 
c similarly generates an authentication request message Requestc. The Requestc should 
contain the information shared between the client c and proxy p; the proxy p then use this 
information to authenticate the client c. As mentioned above, the proxy p has cached 
information needed to authenticate client c.  

After authenticating the client, the proxy p sends a response message Responsec, 
which contains the authentication result, to the client c. The client c receives the response 
message Responsec and learns whether the authentication was successful or not.  

2.2 Message Format 

To make the data flow in the proposed authentication framework clearer, the format 
of the message flow in the framework is explained in the following. There are two kinds 
of authentication messages: request messages and response messages. Request messages 
are sent from the client who needs to be authenticated by the authentication server. 
Therefore, the messages should contain the user’s related information that the server can 
use to authenticate the user. The authentication server information is also included so that 
the authentication proxy can send the message to the correct server when the message is 
received. The rest of the request message consists of the authentication token. The au-
thentication token is used by the authentication server to perform authentication, and it 
contains two fields. One field is a list of mechanism candidates, and the other is an au-
thenticator, which is the mechanism content produced by the user using the selected au-
thentication mechanism. The mechanism candidates are proposed by the user and then 
chosen by the authentication server. The user first indicates which mechanism is to be 
used by the default. If the server agrees, then the authentication server will continue to 
execute the subsequent authentication procedure. Otherwise, the authentication server 
will select a new authentication mechanism and notify the client. Then, the authentica-
tion procedure will restart. The proposed framework is capable of performing multiple 
authentications in one request message. As depicted in Fig. 2, an authentication request 
may contain several authentication tokens for different authentication servers. Hence, the 
number of authentication messages is reduced.  

The authentication server sends response messages to the client. The response mes-
sages contain user and the authentication server information, and response tokens. Each 
response token consists of the authentication state, designated mechanism, and authenti-
cator. The authentication state represents the result of authentication, such as “accept” or 
“reject.” The authentication protocol that the server selects to perform this authentication 
is represented in the field of the designated mechanism. Also, the authenticator field is 
the mechanism content produced by the server using the selected authentication mecha-
nism. 

2.3 Analysis 

Although the case presented in section 2.1 is that in which the client roams to a visited  
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auth server info

protocol candidates

authenticator

auth server info

user info

protocol candidates

authenticator

{Authentication
token

{
authenticator

auth server info

user info

auth state

designated protocol }Response
token

Request Format Response Format

Authentication
token

 
Fig. 2. Authentication message format. 

 
domain, the proposed framework can also be applied to the case in which the client re-
sides in his home domain. In this case, the proxy can be the same as the authentication 
server. The client can send the request directly to the authentication server, and the server 
can send the response directly to the client. Since the proxy is transparent to the client 
and the server knows that it can authenticate the client by itself, it is not necessary to 
modify the authentication procedure. 

The mechanism used to perform authentication is proposed by the client and se-
lected by the authentication server. They can periodically change authentication mecha-
nisms, or they can use a different mechanism for each authentication. Therefore, the au-
thentication framework provides flexibility in terms of the dynamic selection of authen-
tication mechanisms. In addition, to ensure privacy of user information, the authentica-
tion token is encrypted so that no network entities, excluding the mobile client and its 
authentication server, can access its content. Note that the cryptographic algorithm used 
to protect the authentication token must be secure against common known attacks, such 
as the known ciphertext attack. Moreover, since the proxy does not participate in the au-
thentication procedure between the authentication server and the client, it need not know 
which authentication mechanism is being used between the client and the authentication 
server. The proxy can only obtain the result of authentication, and decide whether to pro-
viding services to the client or not, depending on the result. 

As depicted in Fig. 3, the three entities of our authentication framework, the authen-
tication server, proxy and client, are the service provider, network operator and mobile 
user, respectively. When a mobile user roams to a visited domain, he may request ser-
vices from the network operator of the visited domain. Hence, the mobile user is the cli-
ent, and the network operator is the proxy in the authentication framework. In the fol-
lowing, we will use the WAP service to illustrate how the authentication framework 
works. (The WAP service, which is the Internet service for mobile systems, provides web 
contents and advanced services to cellular subscribers.) As the requested service from the  
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NO

SP

Internet

gateway

Visited domain

Home domainAuthentication
server

Proxy

Internet

Client

Call setup authentication

Internet Service Authentication

 
Fig. 3. The authentication roles in mobile services. 

 
user is WAP service, the proxy of the authentication framework will be the WAP gate-
way. After receiving the authentication request from the user, the WAP gateway checks 
whether it can authenticate the user by itself or not. If it cannot, it delivers the authentica-
tion request to the user’s home service provider by assuming that the WAP gateway 
trusts the authentication result received from the service provider. The service provider 
then authenticates the user, and the WAP gateway simply waits for the authentication 
result to arrive from the service provider. If authentication is successful, the WAP gate-
way provides WAP service to the user. 

The current implemented authentication procedure for WAP service is as follows. 
The WAP gateway authenticates the user by itself. Each WAP gateway should privately 
maintain a user database and have its own authentication protocols. Therefore, the user 
needs to register in all the WAP gateways that he wants to use. This is inconvenient for 
users and WAP gateways. This approach suffers from the overhead involved in main-
taining the user database. On the other hand, if our authentication framework is applied, 
the WAP gateway does not need to maintain a huge database of user information. The 
WAP gateway need not authenticate the users by itself and nor be involved in the au-
thentication protocol.  

3. PROPOSED AUTHENTICATION PROTOCOL 

Based on the proposed framework, we will present a secure authentication protocol 
in this section. The proposed authentication protocol demonstrates how the proposed 
framework can be applied to enhance the flexibility of authentication in call setup ser-
vices. The proposed protocol satisfies the security requirements of third generation mo-
bile systems and enjoys the advantages of a flexible framework.  
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In the proposed authentication protocol, we assume that network operators and ser-
vice providers have the public/private key pair and use asymmetric cryptosystems. In 
addition, there is public key infrastructure so that public keys can be correctly and effi-
ciently distributed. This enables the network operators and service providers to mutually 
authenticate each other easily. The user and the service provider share a secret key. Mes-
sage contents are represented according to the message format shown in Fig. 2, and the 
following notations are used to describe the proposed protocol. 

 
IMUI International mobile user identity. 

TMUIs Temporary user identity generated by service provider (SP) 
TMUIn Temporary user identity generated by network operator (NO) 

Knp, Kns Public/private key pair of network operator 
Ksp, Kss Public/private key pair of service provider 

Kc Session key shared by the user and network operator 
Ku Secret key shared by the user and service provider 

N, Nk Nonce numbers 
CMn Candidate mechanisms 

T Subscribed Service Period 

 
Since the network operator is involved in the calling service, the proposed protocol 

considers the authentication of users both from the standpoint of the service provider and 
network provider. That is, the network operator is not only the proxy of the authentica-
tion procedure between the user and service provider but also is the authentication server 
of the user. Fig. 4 depicts the initial authentication procedure, and the authentication 
steps are described as follows. 

 

U s e r  N O  S P  

T M U Is  

ID s p  

C M 1 ,  { C M 2 ,… ,C M n }  
{ I M U I ,  N ,  ID n o } K u  

ID n o  

C M 1 ,  { C M 2 ,… ,C M n }  
{ N ,K c , f n ( M ) , n ,N k } K n p  

T M U Is  

ID s p  

C M 1 ,  { C M 2 ,… ,C M n }  
{ I M U I ,  N ,  ID n o } K u  

T M U Is  

ID s p  

{  s t a t e ,  N + 1 ,T }  K s s  
C M 1  
{ T M U Is ’ ,  N + 1 ,  IM U I} K u  

T M U Is  

ID s p  

{  s t a t e ,  N + 1 ,T }  K s s  
C M 1  
{ T M U Is ’ ,  N + 1 ,  IM U I} K u  

ID n o  

{  s t a t e ,  N + 1 }  K n s  
C M 1  
{ N + 1 ,  T M U In } K c  

 
Fig. 4. Initial authentication procedure. 



SHU-MIN CHENG, SHIUHPYNG SHIEH, WEN-HER YANG, FU-YUAN LEE AND JIA-NING LUO 

 

370 

 

Step 1: While requesting a call setup service from NO in the visited domain, the user 
generates an authentication request message. The request message contains user 
information TMUIs, an authentication server identity IDsp, candidate authenti-
cation mechanisms {CM2, …, CMn} and the authenticator for SP. The first 
mechanism CM1 (in this case, CM1 is the mechanism we propose) is the default 
authentication method that the user chooses. The user generates a nonce N and 
puts it with IMUI as well as the NO identity IDno into the authenticator for SP. 
The authenticator is encrypted with Ku and becomes {IMUI, N, IDno}Ku.  

Step 2:  The user also generates a session key Kc. Candidate authentication mechanisms 
{CM2, …, CMn} and the authenticator {N, Kc, f n(M), n, Nk}Knp are put into the 
authentication token for NO, where f n(M) is a one-way hash function, M is se-
cret information generated by the user and n represents the maximum number of 
services that the user can request after initial authentication. All of them are 
used to ensure non-repudiation, and Nk is used for session key generation. 

Step 3:  The user sends the request messages generated in steps 1 and 2 to NO.  
Step 4:  After receiving the request message, NO forwards the SP authentication token 

(mainly containing the authenticator {IMUI, N, IDno}Ku) to SP. 
Step 5:  Upon receipt of the authentication token, SP decides which candidate mecha-

nism to use to authenticate the user. If SP agrees to use the same mechanism 
CM1 that the user chooses, it decrypts the authenticator using the user’s secret 
key Ku associated with the TMUIs and verifies the unique identity IMUI of the 
user. According to the verification result, the authentication state will be “ac-
cept” or “reject.” The state is encrypted together with (N + 1) by SP’s private 
key Kss so that no one can modify the state. After that, SP generates a new tem-
porary identity TMUIs’ for the user and uses Ku to encrypt TMUIs’, N + 1, and 
IMUI. On the other hand, the response token indicates the mechanism that SP 
designates, and the state “continue” if SP does not choose the mechanism that 
the user chooses. 

Step 6:  SP uses the result produced in the previous step to generate a response message 
and sends it back to NO.  

Step 7:  While receiving the request message from the user in step 4, NO deciphers the 
authenticator by using its private key Kns to derive N, f n(M), n, Nk and Kc if NO 
agrees to use the same authentication mechanism CM1 that the user chooses. 
NO saves f n(M), n, and Nk for subsequent authentication and session key gen-
eration. Then NO waits to receive the authentication result from SP. If the state 
of the response from SP is not “reject” and if the value of (N + 1) is correct, NO 
generates a response to be sent to the user. The response authenticator of NO 
encrypted using Kc contains N and TMUIn’, and the state is “accept.” In addi-
tion, NO keeps the subscribed service period for the mobile user. In the subse-
quent authentication phase, the subscribed service period is used to determine 
whether the service request is out-of-date or not. If the state of the response from 
SP is “reject,” NO rejects the user’s request. If the authentication protocol NO 
selected is different to CM1, then the state of the response message will be 
“continue,” and NO will wait for the user to re-send the request message corre-
sponding to the designated authentication mechanism.  
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Step 8: After generating the response message, NO sends its response message along 
with the one received from SP to the user.  

Step 9:  If the states of the two response messages are both “accept,” then the user uses 
Ku to decrypt {TMUIs’, N + 1, IMUI}Ku received from SP and uses Kc to de-
crypt {N + 1, TMUIn}Kc received from NO. The user then verifies the value of 
(N + 1). If it is correct and IMUI is correct, authentication is successful, and the 
user gets new temporary identities, TMUIs’, as well as TMUIn. Kc becomes the 
shared key used by the user and NO. If the state of the response message is 
“continue,” then the user re-sends the request message by using the designated 
mechanism to generate the authenticator, and the procedure restarts from step 1. 

 
Authentication between the user and his service provider relies on the use of a 

shared secret key Ku. According to TMUIs, the service provider can find the associated 
secret key Ku. In this way, the service provider can authenticate the user, and the user 
can also authenticate the service provider. The authenticator that was sent to the network 
operator is encrypted using the public key of the network operator so that the user can 
authenticate the network operator. However, the message sent by the user can be pro-
duced by other malicious network entities; that is, the network operator cannot authenti-
cate the user based only on the authentication result received from the service provider. 
Therefore, the network operator should verify whether the value of (N + 1) is correct or 
not. In this way, the network operator can make sure that the user is a legal user and that 
the request is fresh. 

After the initial authentication, NO gets a secret key Kc that it shares with the user 
and subsequently can accomplish the authentication by itself. That is, subsequent authen-
tication only happens between the user and NO using two message exchanges. Fig. 5 
depicts the subsequent authentication procedure, and the authentication steps are de-
scribed as follows. 

 User NO TM UIn 

IDno 

CM 1, {CM 2,… ,CM n} 
{N, fn-i(M )}Kc 

TM UIn 

IDno 

{ state, N} Kc’ 
CM 1 
{TM UIn’, N+1}Kc’ 

 
Fig. 5. Subsequent authentication procedure. 
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Step 1: When it requests a call delivery service from the visited domain after the initial 
authentication, the user generates a new session key Kc’ = h(Kc, N + Nk), where 
N is a new generated nonce and Kc is the shared key. Nk is in the messages sent 
by the user to the network operator in the initial authentication procedure. 
Meanwhile, the user produces f n-i(M), where i is the number of services that have 
been requested, and M is the secret generated in the initial authentication. 

Step 2: The user puts {N, f n-i(M)}Kc into the authenticator. Then the user sends the re-
quest containing TMUIn (user information), IDno (authentication server infor-
mation), candidate authentication mechanisms, and the authenticator to NO. 

Step 3: NO first checks the subscribed service period of the mobile user for the re-
quested service. If the service request is not made within the valid subscribed 
service period, the service request is rejected. NO decides on the authentication 
mechanism the candidates {CM1, CM2, …, CMn}. If the protocol NO chooses is 
different from CM1, it specifies the designated protocol, and the response state is 
indicated as “continue.” NO then sends the response to the user, and the user 
re-sends a request, in which the authenticator is produced according to the des-
ignated mechanism, to NO. The procedure then restarts from step 1. If NO 
chooses CM1, then it retrieves the shared session key Kc of the user according to 
TMUIn, decrypts {N}Kc and compares the result with N. Moreover, NO com-
putes f (f n-i(M)) to verify whether it is the same as the number, f n-i+1(M), which 
NO saved in the last authentication. If they are identical, the user has been au-
thenticated successfully, and the response state is “accept.”  

Step 4: NO generates a new session key Kc’ using the same function used by the user 
and then enciphers {TMUIn’, N + 1} with Kc’, where TMUIn’ is the user’s 
newly generated temporary identity. After the response token is generated, the 
authentication response is sent back to the user.  

Step 5: Upon receipt of the response message, the user decrypts the authenticator using 
Kc’ and gets the new identity TMUIn’. 

 
The subsequent authentication procedure only contains two message exchanges. 

The nonce N transmitted between the user and network operator is used to refresh the 
session key. In this way, the encryption key used for every session is different. Except 
for the first session key, key generation is performed by both the user and network op-
erator. The first session key is generated by the user and sent to the network operator. 
After that, the network operator can generate the following session key by itself. By us-
ing Kc and Nk + N as two inputs, the user and network operator can generate the same 
new session key if the inputs are identical. 
 
End-to-End Security 

After authentication is performed, the user can request a calling service to commu-
nicate with others. To provide data confidentiality and integrity throughout the entire 
connection path, a common encryption key must be negotiated between the participants 
to protect the communication contents. The key exchange between the end users is de-
scribed as follows. 
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Step 1: Suppose user1 originates the call; then, user1 randomly generates an encryption 
key Ke and sends N, {{Ke}Ks1, {N}Ke}Kp2 to user2, where N, Ks1, and Kp2 are 
nonce number, user1’s private key and user2’s public key, respectively.  

Step 2: User2 first decrypts the message by using his own private key Ks2 and derives 
the encryption key Ke by deciphering {Ke}Ks1 using user1’s public key. He then 
uses Ke to decrypt {N}Ke and confirms the result with N. 

Step 3: User2 transmits the message {N + 1}Ke to user1. After receiving the message 
sent by user2, user1 decrypts it to get N + 1 and then uses nonce N to verify that 
the information he received is correct. If it is correct, user1 ensures that user2 re-
ceived the correct encryption key Ke needed to protect the communication con-
tents.  

 
The communication between the two parties in both wired and wireless paths is pro-

tected with the encryption key Ke. Therefore, end-to-end security is achieved in this way.  

4. SECURITY ANALYSIS AND COMPARISON 

In this section, we will discuss the security of the proposed protocol and compare it 
with other schemes. As mentioned previously, the security requirements of third genera-
tion mobile systems are mutual authentication, user anonymity, end-to-end security, 
non-repudiation, data integrity and data confidentiality. The proposed scheme can fulfill 
all of these requirements.  

First, consider the authentication requirement. It is clear that the proposed authenti-
cation protocol can authenticate mobile users, service providers and network operators. 
Because the message sent to the service provider is encrypted using the shared secret key 
Ku, no one except for the home service provider can decrypt the message. Therefore, 
authentication between the user and the service provider can be achieved using Ku. The 
message sent to the network operator is encrypted using the public key of the network 
operator, so the user is assured that only the correct network operator can decrypt it. By 
comparing the two nonce numbers sent by the user and service provider, the network 
operator can authenticate the user. Consequently, mutual authentication is achieved. 

Further, the proposed protocol can resist common attacks on authentication proto-
cols. Our authentication protocol can resist the replay attack because the nonce is used to 
ensure the freshness of authentication sessions. Since the user and network operator must 
input N to generate a new session key, the session key can be refreshed for each commu-
nication. If an attacker replaces the TMUI of an intercepted authentication message and 
replays the authentication request, the attack will not succeed because the authenticator is 
encrypted using Ku. Next, consider the substitution attack. If an intruder replaces some 
fields of the authentication request, then the authentication will result in failure. For ex-
ample, if an intruder replaces the authentication token {N, Kc, f n(M), n, Nk}Knp with {N’, 
Kc’, f n(M), n, Nk}Knp in the initial authentication, the network operator will find the 
nonce N’ is different from the nonce N encrypted along with the authentication status 
sent by the service provider. Because the nonce used by the network operator is the same 
as the one used by the service provider, network operator can compare them to verify the 
user. Therefore, our protocol can resist the substitution attack. Moreover, even if an at-



SHU-MIN CHENG, SHIUHPYNG SHIEH, WEN-HER YANG, FU-YUAN LEE AND JIA-NING LUO 

 

374 

 

tacker gets the session key, he will not have the ability to generate new session keys. 
This is because session key generation involves Nk, and because only the user and net-
work operator know Nk. The above analysis shows that our protocol can resist this kind 
of substitution attack. Thus, the proposed authentication protocol is secure and robust 
against attacks.   

Next, consider user anonymity. To provide user anonymity, the permanent identity 
IMUI of users is never exposed in the plain-text mode. A cracker or even the network 
operator cannot get the real identity of a roaming user by eavesdropping on the authenti-
cation messages on both wireless and wired networks. After authentication is performed, 
all the network operator knows about the roaming user is a shared key and a temporary 
identity TMUIn, which unrelated to the permanent identity IMUI.  

Consider the requirement of non-repudiation; our protocol can also satisfy this re-
quirement. By using the one-way function, we can achieve non-repudiation. In the i-th 
session, the user provides f n-i(M) to ask for a connection. The network operator can ver-
ify the correctness of f n-i(M) by means of the one way function, but it can not derive        
f n-i(M) from f n-i+1(M). In this way, f n-i(M) can be used as a proof of the i-th connection. 
Whenever a random challenge occurs, the network operator can be required to show     
f n-i(M).  

The requirement of end-to-end security is also addressed in the proposed protocol. 
When a user makes a call, the caller and callee negotiate a common encryption key to 
encrypt the data flowing over the channel. Since the full communication path is protected, 
data confidentiality and integrity are both achieved.  

Table 1. A comparison of the proposed scheme with other schemes. 

 Proposed 
scheme 

Lee Lin Vanneste 
M.1223-

1 
M.1223-

2 
M.1223-

3 

Mutal authentication Yes No Yes Yes Yes No No 

User anonymity Yes Yes No No Yes No No 

Non-repudiation Yes No No Yes No Yes Yes 

End-to-end security Yes Yes No No No No No 

Data confidentiality Yes Yes Partial Partial Partial Partial Partial 

Data integrity Yes Yes Partial Partial Partial Partial Partial 

Service independence Yes No No No No No No 

Protocol flexibility Yes No No Yes No No No 
Initial authentication 
message 4 5 4 14 5 ? ? 

Subsequent authenti-
cation messages 2 3 2 N/A 3 3 1 

 
Compared to other schemes for mobile systems, our protocol is more secure and 

flexible. From the comparison shown in Table 1, we know that Lee’s protocol [11] does 
not achieve mutual authentication and is not flexible. Although Lin’s protocol [12] does 
authenticate all the communication parties, the protocol does not satisfy other security 
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requirements, such as end-to-end security. The candidate security mechanism M.1223-1 
of [8] also does not satisfy all the security requirements and is not flexible. The authenti-
cation protocol proposed in [22] achieves mutual authentication and is flexible, but it 
does not address the end-to-end security and user anonymity. Moreover, it involves too 
many authentication messages. Therefore, these protocols are not suitable for third-gen-
eration mobile systems. Since the proposed protocol is both secure and flexible, it can be 
efficiently applied to a variety of services in mobile systems. 

5. CONCLUSIONS 

In this paper, we have proposed an authentication framework that provides flexible 
authentication mechanisms for mobile systems. In the authentication framework, the au-
thentication server can dynamically choose which authentication mechanism to use for 
each authentication request. Moreover, this property provides service providers with the 
ability to develop proprietary authentication mechanisms and adjust the security policy in 
run time. Based on the authentication framework, we have also presented a secure au-
thentication protocol. The proposed protocol fulfills the security requirements of third 
generation mobile systems and requires fewer authentication messages than other proto-
cols. In addition, the proposed authentication is secure against attacks, such as the replay 
attack and substitution attack. In short, the proposed authentication protocol satisfies the 
security requirements of third generation mobile communication systems. Moreover, it is 
efficient and robust.  
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